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Executive Summary

In the aftermath of the worst natural disasters to ever hit the United States, Governor Doyle
on September 15, 2005, requested a thorough review of Wisconsin's emergency
preparedness plans and directed the Adjutant General to deliver a report in three weeks.

This report presents our assessments and recommendations for improving Wisconsin’s
capability to respond to a catastrophic emergency. We assessed existing and emerging
evacuation plans, took a second look at our emergency management plans, and studied
complex issues like interoperability and state resources available to prepare, respond and
recover as required. We examined current programs and identified future initiatives to
better prepare for emergencies across the full spectrum of risk to their health and safety.

Our examination of Wisconsin’s emergency preparedness confirmed that we have many
strengths, a few gaps, and that some plans clearly have room for improvement. That some
plans can be improved is neither surprising nor alarming: there is not an emergency
preparedness plan anywhere in America that cannot be improved. Rather than merely
identify problems, however, our team also set forth recommendations to correct them.
These recommendations are all tied to achievable target dates for which we expect to be
held accountable.

While it will take many months to analyze all of the successes and failures of hurricane
response and recovery efforts in the Gulf region, we did identify 13 “Lessons Learned” from
Hurricanes Katrina and Rita — lessons applicable to our plans here in Wisconsin.

= We learned that some evacuation plans are inadequate in the event of a large-scale,
catastrophic event. Some Wisconsin plans may not be adequate for Katrina-scale mass
evacuations.

» We learned that communication system failures or lack of interoperability creates chaos.
Wisconsin must continue addressing the urgent need to modernize public safety
communication systems.

= We learned that even large numbers of military troops and equipment flowing into a
disaster area are useless if they cannot be effectively employed. We have already taken
steps to ensure any military response in Wisconsin will be efficiently coordinated and
executed with precision.

I want to thank the members of Wisconsin Emergency Management and the Homeland
Security Council for their energy and commitment to produce this report on time. This team
of professionals focused on what is most important to Wisconsin if we were to be faced with
a major disaster or related event.

While Wisconsin has long been recognized as a state with solid emergency management
plans and programs, an exceptional first responder community, and a spirit of volunteerism
second to none, we still have much more to accomplish. We look forward to building upon
the foundation of emergency management excellence in Wisconsin and to promote and
pursue new and better ways to make our citizens safe and secure.

R X H . Walhon
Major General Albert H. Wilkenin

The Adjutant General



SECTION |
Wisconsin Emergency Management

The Division of Emergency Management is headed by a division administrator appointed by
the governor with the advice and consent of the senate. It is a division within the
Department of Military Affairs, which allows for a close relationship with the National Guard
and enhances our ability to effectively employ Guard resources to a disaster scene.

Wisconsin Emergency Management’'s (WEM) mission is outlined under Chapter 166. WEM’s
duties include:

“To prepare the state and its subdivisions to cope with emergencies
resulting from enemy action and natural or man-made disasters... conferring
specified powers and duties...” and “To assist local units of government
and local law enforcement agencies in responding to the emergency.”

WEM is the central point of coordination within the state for response and recovery to
disasters and emergencies. The primary focus of the agency when not in a response or
recovery mode is to ensure that the state and locals are prepared to respond to an
emergency or disaster through planning, training and exercising; as well as to lead
mitigation efforts against the effects of future disasters.

WEM is also responsible for implementing the Emergency Planning and Community Right-to-
Know Act (EPCRA), which address emergency planning for accidental chemical releases.
There are more than 7,000 facilities in Wisconsin that plan and report use/storage of certain
chemicals. WEM also develops and maintains the state's emergency plans to a nuclear
incident involving the three nuclear power plants that are located within or near Wisconsin.

Bridging the gap between the state and local emergency management offices is the role of
WEM'’s six regional offices (see Annex C — Wisconsin Emergency Management Regions). The
offices are located in Eau Claire, Fond du Lac, Madison, Spooner, Waukesha and Wausau.
Each office has a regional director who works directly with the county emergency
management offices in the region.

Wisconsin’s Emergency Plans

Over the past five decades, the mission of emergency management has changed. As the
Cold War ended, emergency management focused on the response and recovery to natural
disasters, hazardous materials planning and response to spills. Following the bombings of
the World Trade Center in 1993, Oklahoma City in 1995 and the September 11 terrorist
attacks, emergency management now is at the forefront for homeland security and
terrorism preparedness in Wisconsin.

Both the State and private holders of critical assets, accept the very real possibility of the
total loss of buildings or structures, and that plans must be created for the protection of
these structures, protection of the people within them and the continuation of operations in
the event of a major natural or man-caused disaster.



When Disaster Strikes

When an emergency happens — whether a man-caused or a natural disaster — local officials
contact Wisconsin Emergency Management through the State of Wisconsin 24-hour Duty
Officer System.

Even while emergency crews are still responding to events early on, Wisconsin Emergency
Management begins working with the county emergency management offices in trying to
determine the extent of damage, estimate number of casualties, number of homes and
businesses impacted and damage to public infrastructure to roads and bridges. In addition,
WEM regional directors may be dispatched to the scene, the State Emergency Operations
Center may be activated and appropriate state and federal agencies as well as the
Governor’s Office are notified.

Depending upon the situation, the Governor can immediately direct all state agencies to
provide needed assistance and resources ranging from National Guard troops to the
Wisconsin State Patrol by signing an Executive Order. In addition, WEM contracts with eight
Regional Emergency Response Teams or "Level A" (see Annex D — Regional Emergency
Response Teams), that provide a high level of hazardous materials response capabilities.

All this happens within minutes or hours — not days.

In addition, WEM works closely with our federal emergency management counterparts and.
during emergencies is in frequent contact with the Federal Emergency Management Agency
(FEMA) Region V located in Chicago. In a major disaster, and if the governor requests,
federal resources can be mobilized through FEMA (see Annex F — State/Federal Response
Plan).



SECTION 11
Lessons Learned from Hurricane Katrina

LESSON 1: Practical mass evacuation plans must be developed

Despite emergency plans developed at the federal, state and local levels, it did not appear
that officials were prepared or had a plan to evacuate the entire city of New Orleans.

Overview of Wisconsin’s evacuation and shelter plans

All 72 county emergency management offices and the state of Wisconsin have current
evacuation and shelter plans as functional annexes under their respective Emergency
Operations plans. In order to receive federal emergency management grants, county
emergency management offices are required under their plan of work agreement with
Wisconsin Emergency Management to update and maintain their county emergency
operations plans. Full-time county emergency management directors are required to
update those plans annually. Part-time county emergency management directors are
required to make changes every two years. The plans then must be signed off by local
elected officials and are reviewed by WEM'’s regional offices. The plans are public
documents and are kept at the county emergency management offices and WEM'’s regional
offices.

At the state level, six key state agencies, in concert with the Red Cross, are responsible for
specific tasks in support of county and local evacuation and shelter planning.

Wisconsin Emergency Management assessed evacuation and shelter procedures and
capabilities in the emergency plans of the counties containing the 12 most populated cities
in Wisconsin. These cities — Milwaukee, Madison, Green Bay, Kenosha, Racine, Appleton,
Waukesha, Oshkosh, Eau Claire, West Allis, Janesville and La Crosse — all have full-time
emergency management directors and some level of additional support staff.

Common evacuation and shelter planning elements in these plans include:

= Duties and responsibilities for conducting evacuations (usually assigned to law
enforcement or other first responder groups).

= Designation of evacuation routes, assembly points, and staging areas (generally
controlled by local law enforcement).

= Designated shelter locations or contract arrangements with local Red Cross chapters
for specific shelters within the counties (primarily schools or other government-owned
facilities).

= Development of local evacuation and sheltering plans (by municipalities, coordinated
with counties).

= Lists of critical resources such as buses, additional ambulance support, traffic control
devices, and points of contact.

= Ildentification of special needs groups through county health and human services
agencies, hospitals and nursing homes.



= Notification procedures for the impacted areas and populations were identified (with
responsibility assigned either to county or municipal emergency management office or
another element of the responder community).

= Security for perimeter control around evacuated areas, on evacuation routes and in
designated reception centers and specified shelters (generally tasked to law
enforcement).

WEM'’s review of the 11 county emergency management operations plans — as well as the
municipal plans for the 12 most-populated cities — identified evacuation gaps that must be
further assessed. These gaps are addressed in the assessments, recommendations and
target dates below.

Assessment: Large-Scale Event — All plans can accommodate small to medium
evacuation and shelter efforts, but would likely not accommodate the response and support
requirements for either a large scale or catastrophic event.

Recommendation: The Governor is directing Wisconsin Emergency Management to
conduct a revision process with the counties identified to ensure their evacuation plans can
accommodate a large scale evacuation. WEM will issue benchmarks and performance
standards to guide counties in updating these plans, and will provide technical assistance as
needed. Future exercises will be conducted to simulate the need for large scale
evacuations.

TARGET DATES: WEM will identify and publish mass evacuation and shelter
performance standards by December 1, 2005. WEM will request counties to
update their emergency and evacuation plans by no later than September 30,
2006.

Assessment: Transportation — Specifically identified transportation resources for
evacuation will likely not support the expanded levels required for a major or catastrophic
event and have not been tested to the degree necessary to ensure support for smaller
events.

Recommendation: Develop and exercise current transportation resources to test
capabilities to support a catastrophic event from both within and outside the jurisdiction.
Identify main evacuation routes throughout the state and also alternative routes (DOT Blue
Routes) for mass evacuation.

TARGET DATES: WEM will initiate the process to identify additional
transportation resources by December 1, 2005. In consultation with the
Wisconsin Department of Transportation and local officials, WEM will identify
main evacuation routes and alternate routes by March 1, 2006. Future training
exercises will incorporate some routes.

Assessment: Responders Role — Responsibility for evacuation is generally
assigned to either law enforcement or fire departments. It is unlikely that there will be
adequate numbers of responders available to fulfill both their primary responsibilities and,
at the same time, support evacuation activities. It is also noted that, as in New Orleans,
people who would otherwise be first responders or emergency managers may themselves
be victims of a serious incident or may have family concerns or responsibilities that could
limit their availability to respond.



Recommendation: Review evacuation and shelter plans to determine the adequate
number of responders required to perform both tasks and develop and test plans to
augment responder needs from surrounding communities, counties or through application of
other outside resources.

TARGET DATES: In consultation with other state agencies, WEM will determine
standards for responders assisting with evacuation responsibilities. This effort
will begin in October 2005, with a six-month progress review in April 2006, and
completion by October 1, 2006.

Assessment: Integration and Coordination of Plans — Development and
coordination of county and municipal plans appears inconsistent between various levels of
local government.

Recommendation: Develop standard planning criteria that will integrate municipal
plans with county plans on a set timetable based on population, local threat, risk and
vulnerability assessments. As these plans are developed they should be integrated into a
projected exercise schedule to validate and identify areas for improvement.

TARGET DATES: WEM will begin to develop standard planning criteria in
October 2005 and complete by April 2006. WEM will begin development of a
projected exercise schedule in October 2005, conduct a six-month progress
review in April 2006 and complete by October 1, 2006.

Assessment: Notification — Notification procedures and resources may not be
extensive enough to reach residents who cannot access commercial media outlets or do not
have immediate access to other traditional notification systems, such as reverse 911 or the
local emergency alert system.

Recommendation: Designated procedures should be reviewed to ensure special
needs populations can receive a timely and accurate evacuation notice outside of traditional
media notifications. This could include messaging via outdoor warning systems, message
boards, or in the case of special facilities, connection to an alert system tied to local
communication centers.

TARGET DATE: WEM will work with the Wisconsin Department of Justice and
local law enforcement to identify and evaluate current procedures and resources.
Recommendations for improvements will be developed by March 1, 2006.

Assessment: Security — Local law enforcement is normally responsible for
providing security for evacuation routes, assembly points, shelters and for perimeter
security of evacuated areas. It is not evident that there are enough local law enforcement
resources for these and other disaster-related tasks.

Recommendation: Plans must be assessed to determine the actual numbers and
types of resources that will be needed to accomplish security directives. Additional law
enforcement resources required from outside the jurisdiction should be added to plans.
These could include other municipal, county and state resources.

TARGET DATE: As part of the standard planning criteria, consideration needs to
be made to provide additional law enforcement support during evacuations and
sheltering activities. WEM will develop these criteria by April 1, 2006.



Assessment: Pet Evacuation Plans — Many people did not leave because
evacuation shelters refused to allow pets and they were unwilling to leave their pets behind.

Although most county emergency plans have provisions for pet evacuation and rescue,
these plans do not reflect the potential for a mass evacuation. Legislation pending in
Congress would mandate that state and local disaster preparedness plans required for
Federal Emergency Management Agency funding include provisions for household pets and
service animals.

Recommendation: County emergency plans must have provisions to evacuate pets
in large-scale events and care for them in appropriate facilities.

TARGET DATE: WEM will review county emergency plans to ensure that pet
evacuations have been addressed by April 1, 2006.

LESSON 2: Special needs populations must be identified early

One of the tragedies of Hurricane Katrina is that many people with special needs were
forgotten or left behind during the evacuations. Many were left to find safety on their own
and sadly ended up drowning or dying from injuries and illness caused or impacted by the
crisis.

Assessment: County emergency management directors work closely with local
public health agencies, county/tribal human services departments, first responder
departments and volunteer agencies. Most counties and municipalities also maintain lists of
nursing homes and other specialized care facilities in their plans; however, there may be
individuals, groups and facilities not identified in the local planning efforts.

The Wisconsin Department of Health and Family Services (DHFS) facilitates a Community
Coalition Committee. The Committee engages members from various associations which
represent people with visual, hearing and mobility impairment, as well as people living with
mental illness or substance abuse problems. The Committee works on strategies to
effectively serve children, the elderly and people of limited economic resource. Finally, the
Committee has representation from the Tribes, and from organizations who are expert in
meeting the needs of racial and ethnic groups. DHFS will continue to use the Coalition as
one avenue for discussion and planning for these groups of citizens.

DHFS will also use the resources and expertise of the Division of Disability and Elder
Services (DDES) and its disability and quality assurance bureaus, offices and institutions;
the Division of Children and Families Services and it’s expertise in regulating childcare
facilities, in conjunction with DHFS regional offices, county emergency management
departments, county human service and health departments, community partners,
community disability and advocacy associations for further discussions and
recommendations addressing the evacuation of special needs citizens. Through the
department’s administrative rules, certification, monitoring and licensing responsibilities, the
emergency planning needs of Wisconsin’s elders, citizens with developmental disabilities
and mental illness will continue to be addressed. This activity will be coordinated through
the Disaster Human Services Project funded by the Division of Public Health Centers for
Disease Control (CDC) grant. DHFS is working with Wisconsin Emergency Management to
draft Emergency Support Function #6 addressing mass care, housing and human services.
This is in response to the National Incident Management System guidance issued by the
U.S. Department of Homeland Security.



DHFS, through the Disaster Human Services Project, provides technical assistance,
consultation, and training to six Wisconsin counties at the present time. This activity is
focused on communitywide all-hazards planning, response and recovery capacity with a
special emphasis on special needs populations.

Recommendations: ldentification of special needs populations and developing
need-specific evacuation plans must be better coordinated statewide. This planning effort
must be addressed through county/tribal planning so that counties and tribes are better
prepared to respond to the special needs of evacuees from within their jurisdictions as well
as from other locations in Wisconsin and around the nation.

This issue should also be addressed through regionalized planning so that surrounding
counties and municipalities are better prepared to receive special needs evacuees from
within the state and from neighboring or distant states and urban areas. The Community
Coalition Committee is charged with making recommendations on evacuation of special
needs populations.

The Governor is also directing DHFS to coordinate with county and tribal human service
agencies, public health agencies and county emergency management offices to identify and
maintain lists of special needs populations throughout the state.

TARGET DATES: A special needs checklist for individual and agency
preparedness will be distributed to counties, tribes and non-governmental
agencies by December 31, 2005. The Disaster Human Services Project will also
complete a series of four training events addressing special needs preparedness
by December 31, 2005.

LESSON 3: Evacuation and emergency plans are required for nursing
homes, hospitals and related facilities

Despite federal laws requiring emergency preparedness planning, emergency preparedness
capabilities and evacuation plans at hospitals, nursing homes and special care facilities, it
was not clear during Hurricane Katrina whether these facilities had evacuation and
emergency plans or whether, by the magnitude of the disaster, the plans in place provided
enough guidance and direction for a mass evacuation or large scale emergency.

Assessment: Wisconsin’s state codes require nursing homes, hospitals and related
facilities to have specific requirements and work with local and state authorities in the areas
of emergency planning, evacuation and exercising.

Wisconsin’s state and local public health and hospital systems have all-hazards emergency
response plans that are exercised on a local and regional basis annually. These plans
include systems for receiving and distributing federal emergency medicines and supplies,
requesting mutual aid from neighboring communities and states, and organizing backup
medical workers through the Wisconsin Emergency Assistance Volunteer Registry (WEAVR),
the nation’s only active online medical volunteer registry. Public health and hospital
laboratory capacity has been increased by developing a Laboratory Response Network,
acquiring additional microbiologists, chemists and new state-of-the-art chemical and
biological agent testing equipment. Public health and hospital response capacity has been
increased at both state and local levels, with additional staff training on emergency
preparedness, acquiring additional disease investigators, and development of an online
Health Alert Network (HAN) for rapid, around-the-clock notification and information
exchange among response partners.



Nursing homes in Wisconsin are required by state code to have a resident safety and
disaster plan (emergency preparedness plan) which must be kept at the facility. This plan
must be certified and developed with the assistance of the local fire department, which also
conducts semi-annual inspections of the nursing home. The plan requires procedures for
the evacuation of residents. Nursing homes are required to hold drills at least four times a
year on each personnel shift (a total of 12 per year). They are required to keep copies of
their plans and records of their drills on file at their locations for review during unannounced
annual surveys or complaint investigations conducted by the DHFS. Copies of surveys and
complaint investigations are kept at the central DHFS office located at 1 West Wilson Street
in Madison and also at the DHFS regional offices in Milwaukee, Madison, Eau Claire, Green
Bay and Rhinelander. In addition to copies of written inspection reports, DHFS maintains a
website which provides information on state citations issued against Wisconsin nursing
homes at: http://dhfs.wisconsin.gov/bgaconsumer/NursingHomes/citations.htm

Wisconsin’s hospitals are required by state code to meet requirements of the Life Safety
Code, published by the National Fire Protection Association. There must be a written plan for
the protection of all patients and for their evacuation in the event of an emergency.
Hospitals must coordinate with local and state emergency preparedness and health
authorities to address likely risks for their geographic area and are updated to include
current threats. Hospitals are required to conduct drills, at least quarterly (every three
months), on each personnel shift (a total of 12 per year). Hospitals are required to keep
copies of their emergency plans and records of drills on file at their location. Hospitals in
Wisconsin which are accredited by the Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) are inspected every three years by JCAHO and are also inspected at
any time during complaint investigations under state authority by staff from DHFS. Non-
accredited hospitals are inspected, on average, every three years by DHFS staff. Copies of
state inspections are available at the central DHFS office in Madison.

Other related facilities such as Community Based Residential Facilities (CBRFs), are required
by state code to have emergency plans that include procedures for evacuation and also
conduct multiple emergency drills every year. Copies of the plan and records of drills must
be kept on file at these facilities, which are inspected on an unannounced basis every two
years, or during complaint investigations by staff from the Department of Health and Family
Services. Copies of these inspections are kept at the five DHFS regional offices located in
Milwaukee, Madison, Eau Claire, Green Bay and Rhinelander.

Wisconsin has experienced several community-based disasters which have impacted
hospitals and nursing homes. In March 1996, a train derailment in Weyauwega forced the
evacuation of a local nursing home due to the threat of explosion from burning tank cars
containing liquid petroleum gas. Facility staff and local personnel were able to successfully
evacuate and transport patients to another facility in the area and care for their needs until
they were able to return several weeks later. In 1997 a chemical release in Arcadia
required the evacuation of a small hospital and attached nursing home. Facility staff and
local personnel were able to evacuate and shelter all patients for several hours, after which
they were allowed to return.

Recommendation: DHFS’s disaster planning for the general population is all-
hazards, however most scenarios involve either sheltering-in-place (pandemic influenza,
smallpox, major winter storms) or localized evacuations (anthrax, dirty bomb, chemical spill
or explosion). Exercise scenarios at the state, regional and local levels involving the
evacuation of local hospitals, nursing homes and other related facilities must be planned for,
tested and rotated into exercise schedules. The issue of mass evacuation of entire cities
must also be addressed.


http://dhfs.wisconsin.gov/bqaconsumer/NursingHomes/citations.htm

Plans from communities with nearby nuclear power plants will be shared by WEM as
templates for health care facilities and large population centers to prepare for mass
evacuation scenarios, such as radioactive release.

Special consideration should be focused on the inventory of available resources
(transportation, sheltering sites and medical supplies) at every level in Wisconsin. Provision
for mutual aid through resources located in adjacent counties for affected counties should
be considered and reviewed.

Emergency response plans should be reviewed and modified based on debriefings and after
action reports following exercises or real events. During these reviews, consideration
should be given to identified assumptions particularly focused on evacuation sites and
offsite treatment facilities so that plans of neighboring jurisdictions are not duplicated.
DHFS will also review the emergency evacuation plans of their state-run institutions.

In spite of Wisconsin’s requirements for emergency planning and the evacuation of
hospitals, nursing homes and related facilities, it is imperative for more extensive planning
to occur. This is essential to ensure that these facilities, which care for our most vulnerable
patients and citizens, never experience the tragic situations that occurred in the City of New
Orleans as a result of Hurricane Katrina. To this end, Governor Doyle will convene a
stakeholders meeting of all involved agencies and organizations to address these issues.

TARGET DATE: Governor Doyle will convene a Health Care Facilities
Stakeholders meeting by the end of January 2006 to begin implementing the
above recommendations.

LESSON 4: Local, state and federal responses must be effectively
coordinated and competently led

Hurricane Katrina demonstrated an apparent lack of understanding of the roles, duties and
responsibilities of chief elected officials at the federal, state and local levels. This reduced
the effectiveness of evacuation and response efforts and hindered the overall response and
recovery.

Assessment: In December 2004, Governor Doyle issued Executive Order #81,
designating the National Incident Management System (NIMS) as the basis for incident
management in the State of Wisconsin. NIMS establishes a standardized procedure for
managing personnel, communications, facilities and resources. Effective training is essential
to coordinated responses and competent leadership.

WEM has provided training for elected officials for several years. However, when disasters or
emergencies strike, there must be a better understanding about the overall state and local
response capability, when to declare and proclaim a local state of emergency, and the
determination of who is in charge during the event.

The State of Wisconsin is committed to ensuring our first responders receive quality training
and participate in meaningful exercises. Since the terrorist attacks of 9-11, thousands of first
responders have completed training courses sponsored by WEM. Students representing fire,
law enforcement, EMS, emergency management, local government and volunteer groups
have participated in such courses as Terrorism Awareness, Emergency Operations Center
Training, and Donations Management. In addition, 9,018 first responders have completed
Incident Command System or Critical Incident Management courses.



In addition, 5,016 people participated in 71 all-hazards exercises in 2004. Since September
11, 2001, local and state agencies have conducted 255 exercises to test emergency plans for
all hazards including responding to terrorist attacks. More than 17,000 people have
participated in these exercises.

Recommendation: WEM should make additional outreach efforts specifically
focused on elected officials to increase their awareness and understanding of state and
federal disaster laws, emergency plans, and their crucial role in emergency response. Local
and tribal governments should be encouraged to adopt the National Incident Management
System (NIMS) as their standard for incident management. In addition, state agencies,
local and state officials, and first responders should conduct joint exercises using the
Incident Command System to improve their ability to cooperate in well coordinated
emergency responses.

TARGET DATE: WEM will continue ongoing efforts focused on training elected
officials in the National Incident Management System (NIMS). WEM will develop a
joint ICS exercise schedule by January 1, 2006.

LESSON 5: Mutual aid compacts must be in place

During Hurricane Katrina, state and local response agencies needed additional assistance.
This assistance was slowed by various federal groups requesting assistance to their state
counterparts rather than working through the Emergency Management Assistance Compact
(EMAC). For example, firefighters from across the nation traveled to Louisiana to provide
firefighting assistance and instead were assigned non-firefighting duties. Their skills could
have been used more effectively.

Assessment: Many Wisconsin communities have developed local mutual aid
compacts that do not extend beyond adjacent counties — much less neighboring states.
Local Public Health Consortia all have mutual aid agreements in place and exercise them
annually.

Recommendation: There is a critical need for mutual aid both on a regional and
statewide basis. This can be included as part of the requisite planning process to transform
the state and county plans to the format of the National Response Plan. Legislation
requiring regional and statewide mutual aid must be drafted and enacted.

TARGET DATE: Comprehensive statewide mutual aid legislation will be
requested by April 2006.

LESSON 6: Regional planning and exercising must be more effective

It was clear that communities did not talk or communicate with each other — and they may
not have ever planned or exercised together. The coordination of joint efforts of
government could have assisted with more effective evacuations and a more efficient
response.

Assessment: Some counties have formed regional planning groups. They

understand that even a local emergency may require the help of surrounding communities,
counties and states.

-10 -



Recommendation: Regional planning based on the WEM Regions should integrate
state and county plans into the National Response Plan format. This will ensure that the
state and county plans include the National Priorities and the Target Capabilities in the
National Preparedness Goal and National Preparedness Guidance. This regional planning can
also incorporate the FEMA concepts for Catastrophic Planning for Initial Response, Extended
Response, Short Term Recovery, and Long Term Recovery.

TARGET DATE: WEM will adopt the concept of regional planning as a
requirement for its planning process by November 1, 2005. Wisconsin will work
with neighboring states in developing a multi-state exercise.

LESSON 7: A donations management plan must be developed

As the nation and the world watched the horrors of Hurricane Katrina unfold, many people
donated plane and truck loads of water, clothing and other supplies. It has become a major
challenge to store, inventory and process those items for distribution.

Assessment: The longstanding policy in Wisconsin is to discourage in-kind
donations through a public information campaign that suggests only cash donations through
major charitable agencies, such as the American Red Cross, Salvation Army, or an
established local financial institution. For non-cash donations, the strategy is to direct the
donation to either an emergency management-controlled call center or to an agency that
can directly handle/utilize the donation. Unfortunately, some uncontrolled donations are
received and need to be managed. Donations management is normally performed at the
local/county level utilizing volunteer agency assets, if requested or required.

Recommendation: Continue to refine the state and local public information process
for donation management control. Continue volunteer agency coordination activities
through Wisconsin Voluntary Organizations Active in Disasters (WIVOAD). Develop a
Wisconsin Donations Management Plan as a formal part of the Wisconsin Emergency
Response Plan.

TARGET DATES: WEM will begin development of a Wisconsin Donations
Management Plan by October 31, 2005, conduct a six-month review in April
2006, and complete the plan by October 1, 2006.

LESSON 8: Volunteer management capabilities must be improved

After Hurricane Katrina, thousands of volunteers made their own way to the hurricane-
stricken areas. These volunteers presented many challenges, including matching volunteers
to the appropriate jobs, providing food and lodging, credentialing health care providers, and
the assumption of liability coverage.

Assessment: Volunteers provide a critical function following an emergency or
disaster. Traditional volunteer organizations have always been a partner with Wisconsin
Emergency Management in providing food, sheltering counseling and many other needed
services during the response and recovery phase. However, one challenge has been
coordinating literally hundreds to thousands of individuals who show up at a disaster site,
wanting to volunteer with cleanup and other needed services.

-11 -



Below is a sampling of some of the organizations or programs available to ensure volunteer
coordination and cooperation during a disaster or emergency:

= American Red Cross. The Red Cross has a long and distinguished record of service
to the people of Wisconsin in emergencies and in other times of need. The Red Cross
provides emergency disaster support throughout the state of Wisconsin through a
network of 17 local chapters. Through this network, the organization is prepared to
respond to an event within two hours regardless of its location in the state.
Additionally, a Red Cross representative will be in place at the local, county or state
Emergency Operations Centers (EOCs) to assist in coordinating the response effort
once notified that the EOC was activating. In the event of a large scale or catastrophic
event, the local Red Cross chapter can request assistance from neighboring chapters.
If needed, the chapter can request assistance from the Service Area (regional) for
additional trained volunteers and equipment. The Service Area, in turn, can request
additional equipment, vehicles and personnel from the national American Red Cross if
the event is beyond the capability of the local, state and regional organization.
Support during the first 72 hours of a response is generally the responsibility of the
local chapter. The Red Cross is the only non-governmental agency chartered by
Congress to provide disaster emergency services. While it receives no governmental
funding for this role, the Red Cross is a critical partner in the EOC and works hand-in-
hand with federal, state, county and local government agencies to assess needs and
respond accordingly. The Red Cross acknowledges the need for assistance from other
non-governmental organizations in relief efforts and works cooperatively with those
organizations to provide efficient, non-duplicative services.

= Wisconsin Emergency Assistance Volunteer Registry (WEAVR). WEAVR is a
secure password protected database within the Wisconsin Health Alert Network. In
use since November 2003, WEAVR currently has 1,119 volunteers registered. WEAVR
volunteers were kept current about volunteer needs and opportunities through
messages sent to all volunteers via the Health Alert Network during the Hurricane
Katrina response. Health professional volunteers were anxious to assist as needed in
the southern states. Milwaukee and Waukesha area physicians and physician assistant
volunteers registered on WEAVR were called following a request from the Milwaukee
Health Department. Thirty-nine volunteers were contacted via the “HAN Command
Caller” system to assist by staffing a health screening clinic at State Fair Park for
Hurricane Katrina evacuees who arrived in Wisconsin.

= Wisconsin Department of Natural Resources (DNR). The DNR has also assisted
communities with the registration and assignment of volunteers during recovery
activities. The DNR helped coordinate volunteers following the Ladysmith tornado in
2002 and the tornadoes in Dane County and Viola in August 2005.

= Wisconsin Voluntary Organizations Active in Disasters (W1 VOAD). WEM
continues to work closely with WI VOAD. The statewide volunteer group made up of
members from various non-profit agencies is designed to coordinate planning efforts
so when a disaster occurs, there is not a duplication of services. In 2004, W1 VOAD
also developed a long-term recovery group which was active in meeting the needs of
disaster victims from the 2004 storms, floods and tornadoes. Efforts included assisting
with cleanup and providing financial assistance.

= Citizen Corps. In the last three years, the state of Wisconsin has received $1.7
million in federal grants to fund Citizen Corps programs. The mission of Citizen Corps
is to harness the power of every individual through education and training, to
recognize the threats of terrorism and crime, public health issues, and disasters of all
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kinds. On September 7, 2004 Governor Doyle issued Executive Order #67 creating the
State of Wisconsin Citizen Corps Council to act as an advisory council for the newly
created State Citizen Corps Program.

Recommendation: More training is required in the area of managing and
coordinating volunteers. The Federal Emergency Management Agency and the American
Red Cross volunteer capacities should be increased through expansion of programs they
currently offer.

The American Red Cross is also working to increase the number of trained volunteers in
Wisconsin. The Red Cross has a goal of training an additional 1,000 volunteers in the state
by December 2005 in direct response to Hurricane Katrina needs (and up to 40,000
nationally). The established goal is to retain seven percent of those newly-trained
volunteers for year-round active volunteer response on local chapter disaster action teams.

In addition, the state should continue to use the specialized capabilities of the Wisconsin
Department of Natural Resources in volunteer coordination and management.

TARGET DATES: WEM will continue to coordinate with the Department of
Natural Resources, the American Red Cross and other volunteer organizations
regarding the management of volunteers. WEM will provide the Governor’s office
with annual status updates, with the first update to be delivered by December
31, 2005. WEM and the Governor’s Office will work with the Red Cross to
support the organization’s effort to recruit and train 1,000 additional volunteers
statewide. The Red Cross target date for 1,000 newly trained volunteers is
December 31, 2005.

LESSON 9: Emergency plans are required for first responders and their
families

During Hurricane Katrina, some first responders failed to show up for work because they
needed to take care of their own families during the emergency. In addition, many people
failed to prepare for the impending hurricane. Citizens needed to be better prepared with
disaster supply kits and their own emergency plans to not only help their families but also to
assist their neighbors.

Assessment: First responders are also valuable members of the community in
which they serve. When something tragic happens to the community, the emergency
responder may also need to take care of their family and protect their homes. Neither the
state nor communities have contingency plans that direct special planning needs for first
responders and their families.

For years, WEM has sponsored with the National Weather Service a variety of safety
campaigns including Tornado and Severe Weather Awareness Week, Heat Awareness Day,
and Winter Awareness Week. In addition, WEM has played a major role in the development
of Wisconsin’s Preparedness Month in September. These campaigns are directed at our
citizens to help them be better prepared, to encourage participation in local and statewide
tornado and other emergency drills, develop emergency family plans and put together
disaster supply kits.

WEM and the Wisconsin Homeland Security Council both have websites that provide a broad

range of educational materials as well as pertinent information concerning disasters,
emergencies and threats of terrorism. The Wisconsin Emergency Management website is
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located at http://emergencymanagement.wi.gov and the Wisconsin Homeland Security
website is located at http://homelandsecurity.wi.gov.

Recommendation: The general public should be more engaged in planning
exercises, including promotion of personal home emergency plans. The American Red
Cross, Wisconsin Emergency Management and the Department of Health and Family
Services have distributed literature, but most families have no personal plans in place.
Special consideration should be given to ensuring first responder’s families will be taken
care of during mass evacuations.

The American Red Cross continues to offer a variety of disaster training programs as well as
the traditional first aid and CPR courses across the state at their local chapters. In addition,
the U.S. Department of Homeland Security sponsors the “Be Ready” campaign with
preparedness information for families, businesses and kids.

The state also is coordinating the Community Emergency Response Training (CERT)
Program. The CERT program is offered locally and teaches citizens to be prepared and
trained to respond to help their neighbors in the event of an emergency or disaster. The
hands-on CERT training covers topics such as disaster preparedness, fire suppression and
basic first aid.

TARGET DATES: The effort to engage the public in the need for personal home
emergency management plans through annual public information campaigns
through WEM and the Wisconsin Homeland Security is ongoing. Citizens can find
more information at http://emergencymanagement.wi.gov or
http://homelandsecurity.wi.gov. Further citizen training will be promoted
through the American Red Cross and the CERT Program.

LESSON 10: Plans must address possible need for evacuations to or
from other states

Hurricane Katrina demonstrated that a large-scale incident can create so many evacuees that
many may need to be evacuated out of state. Wisconsin was one of several states that
quickly volunteered to provide shelters for large numbers of evacuees. On September 8,
2005, two flights of evacuees from New Orleans arrived in Milwaukee as preparations were
being made to house the evacuees at the Tommy Thompson Youth Center at State Fair Park.

Assessment: The American Red Cross normally has primary responsibility for
shelter identification and management. In Wisconsin, county emergency management
agencies have coordinated with the Red Cross on the development of shelters, normally
utilizing local school district assets as the primary shelters. This shelter management
concept has worked quite well for smaller disasters where the number of evacuees is small
and manageable. Unfortunately, for incidents that would create large number of evacuees —
such as an evacuation of a large metropolitan area — the small-shelter concept would not
be practical due to personnel, resources and management limitations.

Using a combination of military, public, volunteer and private resources, Wisconsin did an
excellent job receiving and sheltering evacuees from Louisiana. Similar processes may need
to work in reverse, should Wisconsin ever need to evacuate large numbers of our citizens
great distances from their homes.

Recommendations: ldentify large publicly owned arenas/convention
centers/exposition centers that could be utilized as short-term (less than 10 days) mass
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evacuation shelter sites. Develop agreements and contingency plans for the mass
evacuation shelter sites. Develop criteria for evacuee relocation to “residential” shelter (10-
30 days) sites. Develop voluntary agency response capabilities to support both mass
evacuation and “residential” shelter sites. Implement relocation criteria into county
emergency management planning process. Develop plans to evacuate and shelter
Wisconsin citizens far from their homes, including locations outside Wisconsin.

TARGET DATES: Governor Doyle is directing WEM to require county emergency
management offices to identify large-scale facilities for short-term mass
evacuation shelters. These will be reviewed by April 1, 2006 and completed by
September 30, 2006 as part of annual planning. WEM will develop templates for
use in developing agreements for mass evacuation sites and establish relocation
criteria as a requirement for its planning process by January 1, 2006. Plans to
provide long-distance sheltering should be developed by September 30, 2006.

LESSON 11: Public and private emergency enterprises

No matter what the emergency, there needs to be a level of coordination and cooperation
between various levels of government, non-profit agencies as well as private sector
industry.

Assessment: Wisconsin has engaged all levels of government and the private
sector in our state’s terrorism and emergency preparedness efforts. In the last year, local
government, private industry and non-profit agencies came together in the Milwaukee area
to form the Southeast Wisconsin Homeland Security Partnership, Inc. The group envisions
enhancing homeland security initiatives in Southeast Wisconsin through partnerships with
the public and private sectors in the development of collaborative measures. The goal is
identifying infrastructure interdependencies and developing strategies for making them
more resilient and disaster resistant.

Recommendation: Encourage and provide a template for regionalization of
public/private partnerships and initiatives. In addition, state and county emergency
management offices should be proactive, aggressive and continue to provide outreach to
the private sector.

TARGET DATES: Governor Doyle and WEM will engage in an ongoing extensive
campaign to educate and involve more private entities in the importance of
emergency preparedness and use the Southeast Wisconsin Homeland Security
Partnership as a model for similar initiatives across the state.

LESSON 12: National Guard forces must be deployed in a timely, efficient
and effective manner

When Hurricane Katrina flooded the Louisiana National Guard state headquarters facilities at
Jackson Barracks, the Louisiana Guard’s ability to effectively employ equipment and assets
needed for local emergency response was seriously degraded. National Guard forces from
neighboring states, meanwhile, were queued up to assist hurricane-affected areas, but it
took too many days to deploy critical personnel and specialized assets to the areas of
greatest need.

Assessment: The Wisconsin National Guard is a force of 7,192 soldiers and 2,235
airmen (current assigned strength) who, in peacetime, are available to respond to
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emergencies when ordered by the Governor of Wisconsin. The Army National Guard has 69
armories in 67 Wisconsin communities and the Air Guard has three air bases (see Annex | —
Wisconsin National Guard Unit Locations). Although there are currently about 2,880
Wisconsin National Guard troops serving on active duty, the balance — more than 6,500
soldiers and airmen — are available in Wisconsin to respond anywhere in the state on short
notice.

Contrary to some published national news reports questioning the Guard's accessibility to
the states while significant numbers of National Guard forces are deployed overseas on
federal missions, the Wisconsin National Guard maintains robust resources across the broad
range of its core capabilities.

The Chief of the National Guard Bureau's pledge to the nation's Governors that no state
would have fewer than 50 percent of its forces at home has been honored and Wisconsin
currently maintains 69 percent available to the Governor for a state response. One new
mobilization of 32 soldiers is scheduled for late October; however the scheduled return of a
670-soldier infantry battalion within the same timeframe will raise the number of our
available forces to more than 7,140 — over 70 percent of the Wisconsin Guard’s total force.

Several specific capabilities have been recently established in Wisconsin:

= National Guard Reaction Force (NGRF). The Wisconsin National Guard Reaction
Force is a 500-soldier force capable of responding on short notice anywhere in
Wisconsin with an initial force of 125 soldiers, and 375 additional soldiers available
within 24 hours to sustain operations as long as required. The primary mission tasks
for the NGRF include providing site security, presence patrols and a show of force
along with establishing and maintaining roadblocks and checkpoints, controlling
potentially large civil disturbances and providing force protection for other National
Guard assets.

= Civil Support Team (CST). The Wisconsin National Guard’s 54th Civil Support Team
is designed to deploy rapidly to assist local first responders in determining the nature
of a weapons of mass destruction incident, provide medical and technical advice, and
to pave the way for the identification and arrival of follow-on state and federal
response assets. The CST consists of 22 highly skilled, full-time members of the Army
and Air National Guard who are federally resourced, trained and evaluated, but fall
under the command and control of the Governor. The fully trained and equipped 54th
CST is fully mission-capable, and awaiting final Department of Defense certification
(expected later in October 2005).

= Joint Operations Center (JOC). The Wisconsin National Guard established a 24-
hour a day Joint Operations Center to meet the Chief of the National Guard Bureau’s
requirement that each state and territory to establish 24/7 JOC communications
monitoring capability effective Aug. 1, 2004.

With more than 6,500 soldiers and airmen currently available in Wisconsin, we are
adequately resourced to respond to an emergency of almost any proportion (Wisconsin's
largest state active duty call-up in the past quarter century was July 1977, when nearly
6,000 troops were used on a rotational basis over a period of about three weeks).
Furthermore, as an EMAC signator, Wisconsin can request National Guard resources from
neighboring states (or, in the case of an Incident of National Significance, from any of 53
other states and territories across the nation). Finally, an Incident of National Significance
would likely justify the use of appropriate federal forces if requested by the Governor and
approved by the President.
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Recommendations: As prepared as Wisconsin's National Guard is, the following
recommendations are made to improve the effectiveness of a military response in Wisconsin.

= EMAC Response. To improve effective response from the National Guards of other
states which might be requested through EMAC, the Wisconsin National Guard's Joint
Staff should maintain regular contact with our counterparts in adjacent states (lowa,
Minnesota, lllinois and Michigan). Wisconsin has requested regular quarterly updates
to the Force Capability Matrixes from each of these states and we have provided them
with ours.

TARGET DATE: October 2005.

= Response Time. To improve response time of Wisconsin National Guard units, a study
will be conducted on ways to improve individual readiness. The goal is to eliminate or
significantly reduce soldier and airmen processing time as they enter either State Active
Duty status or transition to emergency service under the provisions of Title 32 USC.

TARGET DATES: Begin no later than November 30, 2005, and complete by
January 1, 2006.

= Force Employment. To improve Wisconsin's capabilities to receive, stage and
effectively employ military forces flowing to Wisconsin from other states, the National
Guard will designate equipment marshalling areas in each county and formal
agreements will be made with property owners or custodians so these locations can be
available to the National Guard on short notice. If one or more of these marshalling
areas becomes unavailable due to an emergency or other contingency, forces would be
directed to unaffected staging locations in other counties.

TARGET DATE: Complete by May 2006.

= Joint Training Exercises (JTXs). The Wisconsin National Guard has actively
participated in local, state and federal exercises and emergency
preparedness/response training opportunities and these efforts will continue to be
emphasized. Joint Training opportunities include communication exercises, “live
exercises” with other services, tabletop exercises and NGB exercises held on a national
level. One upcoming Joint Exercise in mid-October will test the capabilities of
Wisconsin’s Rapid Reaction Force.

TARGET DATE: Ongoing.

= Joint Operations Center (JOC). The Wisconsin National Guard began construction
of a new Joint Operations Center adjacent to the Wisconsin Emergency Management's
Emergency Operations Center (EOC) this year. This JOC will enhance the National
Guard's ability to coordinate an immediate response in the event of a threat or
emergency anywhere in Wisconsin.

TARGET DATE: Construction complete by January 1, 2006.
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LESSON 13: Communications Interoperability

Hurricane Katrina silenced many communications systems in the impacted Gulf States.
Most land lines were knocked out during the hurricane, cell coverage went down and many
jurisdictions and emergency responders could not communicate with each other due to
disruptions in emergency communications systems.

Assessment: Communication interoperability is the ability to share information in
real time between agencies. Reliable radio communications across multiple disciplines and
multiple jurisdictions is critical to any effective response to a major emergency incident. To
ensure that Wisconsin appropriately assesses the communications capabilities and the gaps
to that capability, the Governor, by Executive Order #87, established the State
Interoperability Executive Council (SIEC).

The council’'s work is ongoing, but SIEC accomplishments to date include:

= Held six listening sessions across the state to gain input from first-responders and
public safety agencies.

= Developed a Statewide Needs Assessment and Plan for Improvement of Public Safety
Radio Communications Systems in Wisconsin. This plan indicates that within the state
an installed base of both VHF and 800 MHz equipment exists that must be integrated
in a manner that allows them to work together.

= Formally adopted the Project 25 (P25) standard for two-way voice communications in
Wisconsin. Developed to provide advanced, spectrally efficient communications, P25 is
the only digital radio standard for public safety. The P25 standard is gaining
acceptance among local, state, tribal, and federal public safety agencies.

While this important work is off to a solid start, Wisconsin has not yet achieved the level of
communication interoperability we eventually will require. Until interoperability is fully
achieved, first-responders at a multi-jurisdiction incident are able to communicate using
‘bridge’ technology that allows bridging of various radio frequencies on a temporary basis.
WEM has two ACU 1000 communication systems available to bridge across otherwise
incompatible radio communication systems. Milwaukee County and Dane County possess
similar capabilities.

Recommendation: Our ability to communicate across temporary “bridges”
notwithstanding, there is significant room for improvement in Wisconsin’s communication
interoperability. The Office of Justice Assistance funded approximately $2.9 million to 13
grant requesters in September to address communication interoperability requirements. A
second round of grants will be made in the coming months.

The State Interoperability Executive Committee should continue working toward the goal of
communication interoperability in public safety agencies and promoting the P25 two-way
communication standard statewide.

TARGET DATE: A second round of interoperability grants using up to $7-8
million of 2005 funding will be announced in the upcoming months, coinciding
with the development of a statewide interoperability plan by the State
Interoperability Executive Committee.
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Conclusion

While this report does identify some gaps in emergency plans — and recommends both
immediate and long-term courses of action to correct them — Wisconsin should be proud of
the preparedness efforts made by local and state emergency responders, public officials at
all levels of government, and our state and county emergency management team.

Emergency planners across the state continually update response plans to serve the needs
of our communities and citizens and to meet the challenges of the hazards and risks that we
face. These efforts must continue, as this work is never done.

Wisconsin is known as a leader in preparedness planning efforts. While there is more to be

accomplished, we will continue onward to keep Wisconsin safe and protect our citizens from
harm.
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Annex A — Critical Infrastructure

In addition to the examination of specific requirements for evacuation and sheltering of
significant numbers of persons, there are other initiatives and assessments ongoing across
all sectors of critical infrastructure. These activities highlight the need for close coordination
between the public and private sectors.

Agriculture and Food Supply — The Wisconsin Department of Agriculture, Trade and
Consumer Protection (DATCP) has established partnerships with many private and public
agencies. This includes the Multi-State Partnership for Security in Agriculture which involves
several Midwest states that are developing risk communications materials and response
plans. Other measures DATCP has taken to ensure a safe food supply include the Wisconsin
Animal Health Emergency System which brings industry, private veterinarians and state and
federal agencies together to prepare for a response to an animal disease outbreak. In
addition, Wisconsin’s Premises Registration legislation mandates all livestock premises in
the state to be registered by 2006. This will allow DATCP and United States Department of
Agriculture (USDA) officials to respond during a disease outbreak by quickly tracing back
animals to a particular farm. DATCP continues to work with the Wisconsin Livestock
Identification Consortium to implement a premises registration system, which was recently
selected by the USDA as the system for premises registration nationwide.

Banking and Finance — Most of the banking and finance industries began implementing
significant preparedness efforts during the planning for the millennium rollover (Y2K). This
effort has continued to expand by encouraging redundancy measures and continuity of
business initiatives which has increased overall protective measures to this critical
infrastructure.

Chemical Industry — In 2004, more than 7,000 facilities reported to Wisconsin Emergency
Management that they use and/or store certain toxic chemicals and that they have
developed offsite emergency response plans under the Emergency Planning and Community
Right to Know Act (EPCRA). All 72 counties in Wisconsin have a Local Emergency Planning
Committee (LEPC). LEPC members work with facilities and emergency responders in their
county to develop the offsite emergency response plans. The plans provide local first
responders essential information such as what chemicals may be stored at the facility and
what other hazards or things they should be aware of. That information is stored in a
database that can be quickly accessed by emergency response officials.

Drinking Water and Wastewater Treatment Systems — There are over 1,000 public
water systems in Wisconsin. In 2003-2004, the Department of Natural Resources (DNR)
conducted water vulnerability assessments. In addition, public water facilities were
encouraged to enhance security with additional patrols, improved lighting and locks. The
DNR also led an interagency effort to establish a protocol for sampling and analysis
following the intentional contamination of a drinking water supply. Over 200 emergency
sampling kits have been placed around the state at municipal drinking water systems,
emergency management offices, tribal offices, regional public health offices, DNR offices,
and at Wisconsin Rural Water Association offices.

Emergency Services — In Wisconsin, there are 860 fire departments (80 percent are
volunteer departments), 540 police departments, 72 sheriffs departments, 446 EMS, and 72
county emergency management offices. Since the terrorist attacks of 9-11, federal
homeland security funding has helped local response agencies update their emergency
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response equipment. In the last five years, Wisconsin has received more than $100 million
to further homeland security initiatives across the state. In addition, the state has been
awarded another $37 million for 2005.

Energy — Both the natural gas and electricity sectors have well-established response and
mutual aid processes for dealing with natural disasters typically encountered in this region
and many utilities conduct exercises annually. Wisconsin Emergency Management works
closely with the Public Service Commission and utility industry representatives to stay
abreast of protective measures. Utilities have established good working relationships with
local, state and federal law enforcement agencies and share information on their critical
infrastructure in their communities and host tours of key facilities.

Information Technology — The Department of Administration continues working with
federal, state and local agencies and the private sector on cyberterrrorism. The Division of
Enterprise Technology (DET) has implemented a variety of measures in the past year to
combat cyber terrorism including acquiring new intrusion detection software. DET is
actively working on initiatives to establish system redundancy to ensure information
accessibility in the event of natural disaster, acts of terrorism or cyber-attack. In addition,
the state continues to participate in the Infragard Initiative, which is an information sharing
and analysis effort between the federal government (led by the FBI) and an association of
businesses, academic institutions, state and local law enforcement agencies, and other
participants dedicated to increasing the security of United States critical infrastructures.

Postal and Shipping — The U.S. Postal Service has installed biohazard detection
equipment at all mail processing plants in Wisconsin. The equpiment is designed to detect
biohazards, including anthrax, from being distributed through the mail delivery system.
Equipment that processes Wisconsin mail is located in Madison, Milwaukee, Oshkosh, Green
Bay, Waukesha, and Iron Mountain, Michigan.

Public Health — Over the last few years, Wisconsin's public health and hospital systems
have jointly finalized their local, regional and statewide all hazards emergency response
plans. These plans are being exercised on a local and regional basis annually. Response
plans now include systems for receiving and distributing federal emergency medicines and
supplies, requesting mutual aid from neighboring communities and states, and organizing
backup medical workers through the Wisconsin Emergency Assistance Volunteer Registry
(WEAVR), the nation’s only active online medical volunteer registry. Public health and
hospital laboratory capacity has been increased by developing a Laboratory Response
Network, acquiring additional microbiologists, chemists and new state-of-the-art chemical
and biological agent testing equipment. Public health and hospital response capacity has
been increased at the state and local levels by providing staff training on emergency
preparedness, acquiring additional disease investigators, and developing an online Health
Alert Network for rapid, around-the-clock notification and information exchange among
response partners.

Transportation — Wisconsin Department of Transportation is involved in a Transportation
Infrastructure Security Workgroup involving many federal and state organizations with a
mission to maintain communications and share relevant information. In addition, the State
Patrol has conducted over 700 security sensitivity visits to hazardous materials carriers,
significantly increasing roadside spot inspections of hazardous materials carriers, and
trained over 600 truck drivers for Homeland Security involvement in the Highway Watch
Program.
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Other Critical Infrastructure Areas:

= Protection of Commercial Facilities - The State of Wisconsin has been working with
local officials and private facilities in identifying and developing Buffer Zone Protection
Plans (BZPP) for 21 sites. The BZPP is a U.S. Department of Homeland Security
initiative in which Homeland Security personnel assist and advise site owners,
operators, and security managers in making their facilities more secure.

= Locks and Dams — The U.S. Army Corps of Engineers is leading efforts along the
Mississippi River. In addition, Wisconsin Emergency Management maintains copies of
the Emergency Action Plans for these facilities at the main WEM office in Madison and
at WEM Regional Offices. Plans are required for any hydroelectric facility that is
regulated by the Federal Energy Regulatory Commission. All plans are reviewed
annually at the local and state levels to evaluate the notification processes, potential
inundation areas and required response resources required for both a “sunny day”
failure and a slowly developing structural failure.

= Government Facilities — Continuity of Operations/Continuity of Government Plans
are being developed at state and local levels to ensure that, in the event of a natural
disaster or man-caused emergency, government would be able to continue operations,
even if the buildings or structures are destroyed.

= Nuclear Power Plants - Wisconsin has three active nuclear power plants located
within or near the state. Kewaunee and Point Beach Nuclear Power Plants are located
along Lake Michigan. Prairie Island Nuclear Generating Plant is on the Mississippi River
near Red Wing, Minnesota. In addition, spent nuclear fuel rods are kept in a cooling
pool at the Dairyland Power Cooperative in Genoa and at the Zion Nuclear Generating
Plant located on Lake Michigan near the Wisconsin/lllinois border. The Genoa facility
closed operations in 1987 and Zion shut down in 1998. WEM’s Radiological Emergency
Planning (REP) program is responsible for developing and maintaining Wisconsin’s
emergency plans to a nuclear incident. The state also exercises those plans with
counties located near the plants and with the utilities. In addition, the plants have
increased security including adding additional lighting and barriers.
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Annex B — In-State Resources Available

During times of emergencies and disasters, the role of state government, unless otherwise
directed, is to support local emergency response efforts. This includes gathering and
providing resources such as equipment and personnel. Below are some of the resources
available in the state during times of emergencies.

Wisconsin Emergency Management

Wisconsin Emergency Management has the lead role in the State of Wisconsin in
coordinating the state’s response and recovery efforts to disasters and emergencies. In
addition to trained staff, WEM has additional resources and equipment that can be deployed
to the scene. Both equipment and other resources are available through the 24-hour state
of Wisconsin duty officer System.

Personnel

= Wisconsin Emergency Management has a staff of approximately 40 individuals.
Many are trained in Incident Command System and have also worked numerous
emergencies and disasters throughout the state.

= WEM has six regional offices with a regional director and part time program
assistant. The offices are located in Madison, Spooner, Eau Claire, Wausau,
Brookfield and Fond du Lac.

= WEM can also coordinate additional law enforcement through the Emergency Police
Services Program.

Other Resources (a partial list of WEM equipment available in a major emergency)

Communication: 1 Mobile Command Trailer with ACU 1000 Communications System
1 Mobile Command Post with ACU 1000 Communications System

Other: 1 80-foot portable communications/light tower
Assorted radios
State Emergency Operations Center (located in Madison)
500,000 Sandbags and one Sandbagger
8 Regional Emergency Response Teams (Contract)

Wisconsin National Guard

The Wisconsin National Guard can provide a variety of resources, including numerous heavy
duty vehicles, helicopters, and a force of trained soldiers and airmen. The Governor will
dispatch the National Guard in the event of a declared local or state emergency and after
local mutual aid efforts have proven to be insufficient to handle the emergency incident.
The only exception is the Civil Support Team, which can be deployed without such a
declaration. The Adjutant General may also authorize an assessment team in advance of a
possible declaration.

- 23 -



If the local Incident Commander or local official authorized by 21.11 of the Wisconsin
Statutes believes that National Guard assistance is required, a request should be made
through the County Emergency Management Director. The request is promptly forwarded
through Wisconsin Emergency Management to the Adjutant General. The Adjutant General
tasks the Wisconsin National Guard’s Joint Force Headquarters staff to plan and coordinate
the response. The Joint Staff will facilitate the use of state and federal military assets. The
National Guard will support — not direct — the local emergency response effort.

Personnel and Facilities

There are normally about 9,500 soldiers and airmen assigned to the Wisconsin Army and
Air National Guard (with 6,506 currently available in the state). These soldiers and
airmen posses a wide range of both civilian and military skills directly applicable to an
emergency response in Wisconsin. These military personnel are accustomed to working
together effectively as members of a team under the leadership of noncommissioned
and commissioned officers within a crystal clear military chain of command.

The Wisconsin National Guard operates 69 armories in 67 Wisconsin communities, in
addition to air bases in Madison, Milwaukee and Camp Douglas. Each of these
geographically dispersed facilities is available to support emergency response efforts.

Other Resources (Note: Federal missions may draw some of these resources out of
Wisconsin for periods of up to two years.)

Feeding: 35 Mobile Kitchen Trailers (can feed 400 each)
2 Containerized Kitchens (can feed 800 each)

Water: 59 400-Gallon Water Trailers (water buffalos)
3 Reverse Osmosis Water Purification Units (600 gallons per hour)

Cots: 600 available in warehouse (others at unit-level or assigned)
Trucks: 174 5-ton Cargo Trucks

257 2-1/2-ton Cargo Trucks

498 HMMWVs
Trailers: 122 5/4-ton Trailers

65 3/4-ton Trailers

Tractors: 69 5-ton Tractors
96 Heavy Equipment Transporters (HETS)

Semi-Trailers: 19 12-ton Vans
96 70-ton Lowboy Trailers (HET Trailers)
46 22-1/2-ton Flatbeds
26 2-1/2-ton Flatbeds
13 5-ton Flatbeds

Engineer: 13 Graders
19 Dozers
46 Dump Trucks
10 Loaders
2 Cranes
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Medical: 55 Ambulances (Army and Air National Guard)

Helicopters: 14 UH-60 Black Hawks
15 UH-1 Hueys (configured as air ambulances)

Wisconsin Department of Natural Resources (DNR)

The Wisconsin Department of Natural Resources can provide a variety of equipment including
trucks, boats, and airplanes as well personnel trained in Incident Command System (ICE). If
requested, the DNR would be able to provide credentialed officers (wardens and rangers) with
vehicles in support of local law enforcement. In previous emergencies, DNR staff has also
assisted with registering volunteers.

Personnel

= More than 300 DNR officers statewide able to activate at least 30 officers within the
first 1 to 3 hours.

= The Department has over 3,000 trained personnel (including LTEs and part time)
that could be deployed at various times depending on the need and availability.

= DNR has nine Incident Management teams located throughout the state which
consists of approximately 200 trained personnel to manage large incidents.

Other Resources (partial list of DNR resources available in a major emergency)

Transportation: 100 All-Terrain Vehicles
200 Boats — (15 to 30 feet)
11 Airplanes (could be used for reconnaissance and communications)
14 Incident Command Posts

Other: 58 Type 7 Fire Trucks
80 Bulldozers
3 All-Terrain Water Tankers

Wisconsin Department of Administration (WisDOA)

Wisconsin Capitol Police

Wisconsin Capitol Police can provide support to law enforcement. The response depends
largely upon the location of the emergency.

Personnel

= If the incident is in the Milwaukee area, the response would be 15-20 officers in
one hour, 40-50 officers within four hours, and 60 officers within 24 hours.

= In the Madison area, the response would be 20 officers in one hour and 30 officers
within four hours.
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Other Resources

= Horse-mounted patrol could assist in gridlocked areas. There are seventeen
mounted units. The number of responding is dependent on the location of the
emergency. Four mounted units could respond within 24 hours

= 8 police vehicles (cars) in Madison

= 4 police vehicles (cars) in Milwaukee

= 1 motorcycle in Milwaukee

= 1 motorcycle in Madison

= State Fair Park could be used as a staging area

Wisconsin Department of Transportation (WisDOT)

Wisconsin Department of Transportation can provide some equipment and personnel to
assist during an emergency. However, the DOT does not have its own heavy equipment.
WisDOT contracts with the 72 county highway departments (CHDs) to perform our highway
maintenance, repairs, etc., which means WisDOT has access to the resources of the 72
CHD’s plows, end loaders, graders, barrels, cones, barricades, and temporary roadway
work signs. In addition, WisDOT has updated inventory lists of county highway department
equipment.

Personnel

= WisDOT main office is located in Madison, but the Department maintains regional
offices throughout the state.

= Staff available would range from bridge inspectors, highway engineers and
technicians, budget and financial and other support staff.

Other Resources (a partial list of DOT resources available in a major emergency)

Signage: Traffic signs and installation equipment
Portable changeable message boards
Dynamic message boards (SE Wisconsin Freeway System)

Communication: Highway advisory radio stations
Access to a fiber optic network that runs from Kenosha to Hudson
(mostly along 1-94)

Other: Temporary concrete barriers

Rest area and traveler information buildings (could be used for temporary
command centers, distribution of information to motorists, etc.)

Wisconsin State Patrol

The Wisconsin State Patrol has 500 sworn officers deployed throughout the state and can
respond to a crisis or provide support to other law enforcement agencies. This includes
responding to incidents, handling traffic challenges and assisting with crowd control. The
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State Patrol is responsible for the regulation of motor carrier laws and requirements.
Approximately 80 sworn officers are trained in hazardous materials inspections.

In addition, the State Patrol manages and operates a statewide wireless voice and data
communications network. Nearly every cruiser is equipped with a mobile data computer in
addition to the voice radio communications equipment. There are approximately 28
communications specialists to maintain the communications infrastructure.

Personnel
= If the incident were to occur in a sparsely populated area such as northern Wisconsin,
the response could be 10-20 officers responding within 1 hour and up to 100 officers

within 5 hours.

= |In the more densely populated areas (metropolitan) there could be 20-50 officers
responding within 1 hour and more that 150 officers within 5 hours.

Other Resources

= 500 police vehicles (includes 27 SUVS)

= Mobile Data Computer network

= Civil Disturbance gear

= 3 Cessna 172 airplanes with pilots

= 25 communications service vehicles (SUVs) with equipment

Wisconsin Department of Justice (DOJ)

The Wisconsin Department of Justice-Division of Criminal Investigation (DOJ-DCI) maintains
the state’s Homeland Security intelligence functions, including information systems,
analysts, and law enforcement officers. These personnel would be used in any event or
emergency caused by intentional actions, such as terrorist activity.

DOJ-DCI also has over two dozen law enforcement officers who are trained and equipped for
dynamic entry in hazardous environmental situations (Clan Lab/Level B). The DOJ-DCI has

nine Deputy State Fire Marshals trained in post-blast investigation who have Level A or
Level B certifications.

Wisconsin Department of Agriculture, Trade and Consumer
Protection (DATCP)

The Wisconsin Department of Agriculture, Trade and Consumer Protection can provide a
variety of equipment as well as trained staff to respond to a variety of emergencies.

Personnel
= DATCP could provide a variety of ICS-trained staff.
= The volunteer Wisconsin Veterinary Corps (WVC) has more than 150 members

across the state that have basic training in ICS, emergency management, and
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foreign-animal disease recognition and reporting. The WVC also is a designated
Medical Reserve Corps.

Other Resources (a partial list of DATCP resources available in a major emergency)

Communication: Mobile Satellite Communication System

Other: Geodesic Dome Tents
2 cold water pressure washers
1 hot water pressure washer
1 high temperature steam cleaner

Wisconsin Department of Health and Family Services (DHFS)

The Wisconsin Department of Health and Family Services provide a variety of health and
social services by working with their county public health and human services department
as well as staff from the Madison headquarters and from the five DHFS regional offices
statewide.

Personnel

= DHFS Division of Public Health could provide technical assistance to local and state
agencies on emergencies involving natural disasters, chemical, communicable
disease, nuclear or radiological materials and terrorism.

= DHFS Division of Disability and Elder Services could provide technical assistance to
local and state agencies for human service issues such as evacuation, sheltering,
congregate care, special needs populations, mental health and crisis counseling.

= Medical Volunteer Registry - DHFS has implemented a secure, on-line volunteer
registration system for health care and behavioral health professionals. The
Wisconsin Emergency Assistance Volunteer Registry, or WEAVR, collects and stores
contact information on volunteers interested in filling critical response and recovery
roles following a major public health emergency. WEAVR can immediately notify
members through an automated calling system when needed, and training is
offered to members through local and state health agencies. An online
credentialing system is also active to ensure that licensure is accurate and in good
standing. WEAVR Membership as of September 2005 is 1,119.

Wisconsin State Laboratory of Hygiene

The Wisconsin State Laboratory of Hygiene (WSLH) has developed a statewide Laboratory
Response Network, and maintains microbiologists, chemists and new state-of-the-art
chemical and biological agent testing equipment to support testing during disasters. WSLH
coordinates testing and response with other key federal and state laboratories, such as the
Centers for Disease Control and Prevention Laboratories, the Wisconsin Veterinary
Diagnostic Laboratory and the Department of Agriculture, Trade and Consumer Protection,
Bureau of Laboratory Services.
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American Red Cross

The American Red Cross can be on-scene within two hours regardless of the location of the
event. This team will be an early assessment team and will identify needs from the Red
Cross perspective. Depending on the scale of the event, they will identify a shelter location
or work in collaboration with government officials to identify a shelter. They will also
communicate to the local chapter the number and level of trained volunteers needed.

The Wisconsin American Red Cross Chapters have the capacity to open large shelters to
accommodate 3000-5000 people, if necessary. In the event of a catastrophic event,
locating a large facility for sheltering would be most efficient for the initial three to five
days. Governmental intervention may be necessary to secure major arenas, exposition
centers and/or military bases.

The first 24 hours will be difficult to have all necessary equipment in place. Individuals will
be sleeping on floors, mats and other makeshift bedding until cots could be amassed from
around the state and from other areas. Security personnel assigned by local or state
entities would be essential in the shelter(s).

Volunteer Capacity — Wisconsin chapters

Paid emergency services staff and/or Red Cross leadership staff: <200

Volunteer emergency services staff: 2,200*
Highly trained: 320
Trained and active: 760
Trained and available: 1,120

Resources Available — (current equipment inventory)

Transportation: 8 Emergency Response Vehicles
30 Vans (including 4 with wheelchair lifts)
12 Cars
2 Supply Trailers

Cots: 1,350

Blankets: 3,450

Comfort Kits (toiletries and other necessities): 2,000
Clean-Up Kits (mops, garbage bags, etc.): 525

Feeding Capacity

Immediate - Meals Ready to Eat.
Within 48 hours - Southern Baptist Mobile Kitchen would be on scene
Water will need to be shipped in large quantities to the shelters. In general, in-kind

offers and/or requests will be used to feed and hydrate after the initial hours of the
event.
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Salvation Army

The Salvation Army can provide meals, shelter management, child care and counseling
services following disaster.

Volunteer Capacity

Trained volunteers on the scene within 12 hours — 20-25 volunteers

Additional Trained Volunteers — They could add 50 more volunteers each day as
needed. They have a rotation of 1,300 trained volunteers available. This does not
include any out-of-state assets.

Other Resources

Transportation: 7 Emergency Response Vehicles (Mobile Feeding)
Multiple Vans (including 4 with wheelchair lifts)
11 Cars

Other: 1000 Clean-up Kits (mops, garbage bags, etc.)

Southern Baptist

The Southern Baptist mission is to support Salvation Army and American Red Cross feeding
operations upon request. They can also provide job tasking operations and child care.

Volunteer Capacity

Trained Volunteers on the Scene within 24-48 hours: 50+ volunteers

Resources Available

Feeding: 1 Feeding trailer can provide 5,000 meals per day

Wisconsin Voluntary Organizations Active in Disasters (W1 VOAD)

The WI VOAD member agencies can provide a variety of volunteer support services
including donations management, crisis counseling, feeding, child care, construction
services, and long-term recovery support.

Civil Air Patrol — Wisconsin Wing

The Civil Air Patrol (CAP) is a volunteer, non-profit corporation and the official Auxiliary to
the U.S. Air Force. The CAP is trained by the Air Force to conduct searches, both air and
ground, for downed or missing aircraft or missing persons. Hey can also provide air
transport to emergency officials to view disaster areas. CAP can be accessed by requesting
through the Wisconsin Emergency Management Duty Officer system.
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Personnel

= Wisconsin Civil Air Patrol has over 1,100 members trained to perform both
aerial and ground search and rescue missions.

Other Resources

Transportation: 14 corporate aircraft and access to 25 privately owned
13 vehicles
1 mobile command post

Other: Assorted radios and other communications equipment
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Annex C — Wisconsin Emergency Management Reqgions
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Wisconsin Emergency Management (WEM) has six regional offices located throughout
the state. The regional offices are co-located with the Wisconsin State Patrol district
headquarters in Waukesha, Fond du Lac, Eau Claire, Spooner, and Wausau and at WEM's
central office in Madison. Each office is assigned to work with a group of surrounding
counties ranging in number from 8 to 14. Regional Directors work directly with the
county emergency management offices in coordinating and supporting emergency
planning, training, exercising, response and recovery activities, as well as the
coordination of administrative activities between the division and local governments.
When disasters and emergencies strike, they are the division's initial responders, serving
as field liaisons for the State Emergency Operations Center.
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Annex D — Reqgional Emergency Response Teams (Level A)
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Wisconsin Emergency Management contracts with eight Regional Emergency
Response Teams (Level A). The state provides $1.4 million annually to help fund the
eight teams. The Regional Emergency Response Teams respond to the most serious
of spills and releases requiring the highest level of skin and respiratory protective
gear.
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Annex E — Local Emergency Response Teams (Level B)

The State of Wisconsin annually provides
$468,000 to help fund the county hazmat teams.
The county teams respond to chemical incidents
which require a lower level of protective gear but
still exceed the capabilities of the smaller fire
departments and may provide assistance to
surrounding counties.

County Response Teams: Ashland, Barron, Brown, Chippewa, Columbia, Dane,
Dodge, Douglas, Dunn, Eau Claire, Florence, Fond du Lac, Green Lake, Jackson,
Juneau, Kenosha, LaCrosse, Langlade, Manitowoc, Marathon, Marinette, Marguette,
Milwaukee, Monroe, Oneida, Outagamie, Ozaukee, Portage, Rock, Rusk, Shawano,
Sheboygan, Vernon, Waukesha, Waupaca, Waushara, Winnebago and Wood
Counties.
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Annex F — The State/Federal Response Plan
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Annex G — Public Health Preparedness Regions (Consortia
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Annex H — Wisconsin Hospital Preparedness Reqgions
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